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QUESTION NO: 1

%, AWS Organizations R DA (Z AWS
)ﬁ?/h&ﬁﬁbfvi?ogw ¥F., XBRR, YR—MRE, TARNREOTAHY
>~ T Amazon GuardDuty
ZEAMELTVET, EELDV—J0— RBEABFBRETHINTEITL, OJRBEHR—bK
WRETNV MO Amazon S3 NI Y MZ—THICRELTVET,
EXIVFATIODPZTR, ZRBERETHIRNESINTY NOEFIVTREERE "
Sl LRIWEBIZELEFRVY)1—2302REITRIRLENfHBYEST, COVYD1—>32 @
EREN TEL OBREZERZEENIC TEX, LRILICEIZELTRIMXEN HYET,
ChSDEH#ZF LIV I—232RBFENRTLESN?
A. IXTOTHD> NTAWS Security HubZ BE%#IC L F 9, Security
HUbBEEET NV NT, GuardDutyfi8ZBMICLET, RERETHV > MNESINT Y
NowEERZEBEITDEBLIL—ILZERLET,
B. IXTOFHU NTAWS Security HubZE%*IIC L 9, Security
HubBEE T 77> NT, GuardDuty#i&ZEIZL£F, Amazon
EventBridgeZfEA L T, AFERET NV MESINT Y NOKREFBERZFIKESEDIHAXR
L= ZERLET,
C. GuardDuty EBETHO N Z2ERAL T, ABERETHINE S3
NTY RZ2ETCBRANZREL EI, Amazon EventBridge & Amazon Simple
Notification Service (Amazon SNS)
ZEALT, EBRVAMN SOREZRZ LNICKRTRLUET,
D. GuardDuty EBET WU K E2FERAL T, SSNTYREELHR—NTHI KD S3
REZEMILET, ABRETHIVRNESSNTY NOREZBRZFKRTDIRSIC
GuardDuty Z5%EL &7,
Answer: A

QUESTION NO: 2

HB3XICEFE 1 DOAWS PHIO KA HV) . Amazon EC2
AVARVAERERLTCT U r—>3 >

d—RZFANLTVET, COLHRBRE, 1 VAZVANFREChECEERRELEL
oo 1VARVARNNLNDVITZBELTVWELE, A VARV AZDWUERR, 120K
XA 35 BEICEEE N ENHBLEL &,

X154

I T7E, EREDGVRHEERICOVWT, EFX—IIEBEEVANEBLUTREESLE
AVARVAIDV\WT2tOEF I )T 4

F—AICBHNICENTHMENBEERY ) 123 0 2RKTHIHENf HYYET, 21
D74 IO TF, TEBLETREKYVI—23 2REIBIHLENHYVET,
CNSOEHZ/LEITLHIC, EFI1 VT4

IO TREDEISBFIEODHAEDLEBEEZERTIBDHLENHYETH? (3
DEBERLTLKEEZV, )

A. AWS 7 A~ T AWS Security Hub ZB%IICLE T,

B. AWS 7 A~ N T Amazon GuardDuty ZB#ICLE T,

C. Amazon Simple Notification Service (Amazon SNS)
REY VZERLET, EF1 VT A F—LAOX—)LEBEVANZRNEY JIZERLET,
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D. Amazon Simple Queue Service (Amazon SQS)

F1—ZERLET, EFIVT A F—LOX—IBEJVARNZFI-IZERLET,

E. ERENOEV GuardDuty ®#& H#E R ICX L T Amazon EventBridge (Amazon CloudWatch
Events)

IW=ILZERLET, REVIIXYE—DZRBETARSICIL—IILZHRELET,
F.EXREDO&F\ Security Hub ®#& R IZ% L T Amazon EventBridge (Amazon
CloudWatch Events)

L=ILZERLET, XVE—DZF1—IC /BT RSICIL—IILZRERELET,

Answer: B,C.E

QUESTION NO: 3

EFXF1VTFAIUDOZT . 2% Amazon EC2
AVARANBEBEONAZVJICEREATWAAES M XISV ) 1—23 Y
EREITIHBENHYNET, cOVV1I—>3a2RF, BSBEEREOTITAETAOEA
Z Amazon Simple Notification Service (Amazon SNS)

REY VIZRBTIHSEN BV ET,
CNSOEHRZ®/EIVI)1I—232R@FENTLESA?

A. Guard D AR LRD > —&FEAL T AWS Config H AR LI —I)LZERKLET, EC2
AVABRVANBESREREDT VT 1 ET 1 (CBEN TSNz DNS
RXSZZVTI)LEEEICTNERET S KSIC AWS Config
LN—=LZBELET, SNS REY IANDTZ—KNERB TS K5 IC AWS Config
EHRELET,

B. Amazon GuardDuty Z & %h(Z L E£ 9, GuardDuty
FESEERENTITAETAICEHET REGERZEMHERLIZEEIC SNS

NEY 1275 —KN%3# {59 % Amazon EventBridge L—ILZERL £ 9,

C. Amazon Inspector ZBRICL EF., Amazon Inspector
NEESRERENDTIVTAETAICRETIREBREZERL ZEEIC SNS

NEY 212725 —KN%i%{E9 % Amazon EventBridge L—ILZER L £9 .

D.VPC 7O—OJZBMILET, 7O—OY % Amazon S3

NT Y NMIEELUET, Amazon Athena T L) Z5&EL, EC2
A2VARANBESBREBEEDT V71 ET 1 (CBEMN TSN iz DNS
RXABZO0T)LEEEICENZRELET., SNS

REY OADTS—NE2RBETEHELSIC Athena VIV ERELE T,

Answer: B

Explanation:

Enable Amazon GuardDuty:

GuardDuty is a threat detection service that natively supports detecting cryptocurrency
mining activity on Amazon EC2 instances.

Enable GuardDuty for the account and all AWS Regions to ensure comprehensive coverage.
Monitor GuardDuty Findings:

GuardDuty generates findings for activities associated with cryptocurrency mining (e.g.,
unauthorized mining, DNS queries to known mining domains).

Create an EventBridge Rule:

Define an EventBridge rule that triggers on specific GuardDuty findings related to
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cryptocurrency activity.

Configure the rule to send notifications to an Amazon SNS topic.
Example Rule:

{

"Source":

["aws.guardduty"],

"Detail Type":

["GuardDuty Finding"],

"Detail": {

"type":
["CryptoCurrency:EC2/BitcoinTool.B"]
}

}
Advantages of GuardDuty:

Automated Threat Detection: Requires no additional setup or custom rules.
Near-Real-Time Alerts: Delivers findings and notifications with minimal delay.
Amazon GuardDuty Documentation

Creating EventBridge Rules for GuardDuty Findings

QUESTION NO: 4

Web

T7Vr—>aveaERYTsdE. 1——R@OTA 2 LTXN=2v T0OEMEZEREL
. Amazon S3

NTY MIREFEENTVIRENZSRTEFET, 1— A7 o edoO—R
L&S&ETDE, FFVT—232 (AT TIORNOTOEAFTEEREL, example
comBZEDHAR L

RXSVEDNSI—H—HNATSIORNEFA TV O—RTEDLSICTIRENHYET,
EFX1VT4 IV ZTHCOBEZRITIAPRERERFEFATTA?

A.NTY N ACL

ZFEALTAT DI OMMORHIAVERT IV ERAZRELE T, RES N EEEIEEL
ESTOEAZHIBRLET,

B. 1—%'—IC S3SNT Y NADOFHEAE) T IV AEZFTET S IAM

RUS—ZEKLET,

C.S3ERBEH URL ZERHL, 77UT—2322BUTI—H—IC S3EHEA URL
ZRMLET,

D. Amazon CloudFront EE & URL Z¥ERL&ET., 77U Tr—>3a>&BUTI—HY—IC
CloudFront EHf4& URL Z1=RML £ 7,

Answer: D

Explanation:

For this scenario you would need to set up static website hosting because a custom domain
name is listed as a requirement. "Amazon S3 website endpoints do not support HTTPS or
access points. If you want to use HTTPS, you can use Amazon CloudFront to serve a static
website hosted on Amazon S3." This is not secure.
https://docs.aws.amazon.com/AmazonS3/latest/userguide/website-hosting-custom-domain-
walkthrough.html CloudFront signed URLs allow much more fine-grained control as well as
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HTTPS access with custom domain
names:https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-
content-signed-urls.html

QUESTION NO: 5

Amazon CloudFront T SSL iEFAE ZEA T2 ESICEVEREFXXROENTTH? (3
DER)

A. 77 # )L N ® AWS Certificate Manager SEBH &

B. AWSKMS IZRTFE NI HAR L SSLEAE

C. 77 # )L M@ CloudFront G E

D. AWS Certificate Manager ICRTFENTWBDH AR L SSLAAE

E. AWS Secrets Manager ICRTFEENTWVWSDF7 #)L D SSL ;EAE

F.AWS IAM IZRTFE Nz H AR L SSLALAE

Answer: A,B,C

Explanation:

The key length for an RSA certificate that you use with CloudFront is 2048 bits, even though
ACM supports larger keys. If you use an imported certificate with CloudFront, your key length
must be 1024 or 2048 bits and cannot exceed 2048 bits. You must import the certificate in
the US East (N. Virginia) Region. You must have permission to use and importthe SSL/TLS
certificate
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cnames-and-https-
requirements.html

QUESTION NO: 6

EX1VFAITOZT R, BEFOFEHO AWS CloudTrail
OJ77ANTLT7AYIORARBEFHITEDELSICKROSNTVWET, CloudTrail

VY= TEEZRELELDETRE, EFAIVFATIODZTRRADIS—AY -2
ZZTEYERT:

"TNTY RRVD—ICRAENBDYVET,  EFXF1IVTA IO ZTHEEERETED LD
CTDICRFESTIhREIVWTL&SH?

A.

EHFEn O 774WVWT L7 4 ORZERLUTHLUVESRZER L. TOIESFZHIBRL
£9, Amazon S3

OAV=ILTEEONTY MRV —ZFHLWAT 7 7AIINTL 714V DRXATEFHL, Clou
dTrail AV —=ILTAJ77ANTL T4 Y O RAEEHLET,

B. Amazon S3

dAV=I)ILTEREFONTY MRV —ZEFH LT, F¥21UF14 T VAOWAINZAV)”
7 PutBucketPolicy ZE{TTE 3 & 5I(Z L. CloudTrail
aAV=ILTcOd7740VNOTL7 1Y ORAZEHRLET,

C. Amazon S3

AY=ILTEREONTY MRV —2#HLWVWOAT 7 7ANT LT 1Y OATEHRL, Clou
dTrail AV —=ILTAJ77A4NTL 71V O RAZEFHFLET,

D. Amazon S3

AVY—=ILTERFEONTY NRV—ZE#HLT, EFa2VFa4T —To7IINIL
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7 GetBucketPolicy 21T T& 2 &k 5I(C L, CloudTrail
AV=LTOId77A4NOTLTAY ORZEFHLET,

Answer: C

Explanation:

The correct answer is C. Update the existing bucket policy in the Amazon S3 console with
the new log file prefix, and then update the log file prefix in the CloudTrail console.

According to the AWS documentation1, a bucket policy is a resource-based policy that you
can use to grant access permissions to your Amazon S3 bucket and the objects in it. Only
the bucket owner can associate a policy with a bucket. The permissions attached to the
bucket apply to all of the objects in the bucket that are owned by the bucket owner.

When you create a trail in CloudTrail, you can specify an existing S3 bucket or create a new
one to store your log files. CloudTrail automatically creates a bucket policy for your S3 bucket
that grants CloudTrail write-only access to deliver log files to your bucket. The bucket policy
also grants read-only access to AWS services that you can use to view and analyze your log
data, such as Amazon Athena, Amazon CloudWatch Logs, and Amazon QuickSight.

If you want to update the log file prefix for an existing trail, you must also update the existing
bucket policy in the S3 console with the new log file prefix. The log file prefix is part of the
resource ARN that identifies the objects in your bucket that CloudTrail canaccess. If you don't
update the bucket policy with the new log file prefix, CloudTrail will not be able to deliver log
files to your bucket, and you will receive an error message when you try to save the change
in the CloudTrail console.

The other options are incorrect because:

A . Creating a new trail with the updated log file prefix, and then deleting the original trail is
not necessary and may cause data loss or inconsistency. You can simply update the existing
trail and its associated bucket policy with the new log file prefix.

B . Updating the existing bucket policy in the S3 console to allow the Security Engineer's
Principal to perform PutBucketPolicy is not relevant to this issue. The PutBucketPolicy action
allows you to create or replace a policy on a bucket, but it does not affect CloudTrail's ability
to deliver log files to your bucket. You still need to update the existing bucket policy with the
new log file prefix.

D . Updating the existing bucket policy in the S3 console to allow the Security Engineer's
Principal to perform GetBucketPolicy is not relevant to this issue. The GetBucketPolicy action
allows you to retrieve a policy on a bucket, but it does not affect CloudTrail's ability to deliver
log files to your bucket. You still need to update the existing bucket policy with the new log
file prefix.

References:

1:Using bucket policies - Amazon Simple Storage Service

QUESTION NO: 7

HBIRX|SOTTIT—232 F—LAR, ABT77IVT5—>32 %, E—0 1AM

1)—>3 > A®O Amazon EC2 41 > AZ > A, IAM Lambda B8%k., # &' Amazon S3
NTY NTEBRENDH LV IAM

T—FTOFFICEEBALVEZEATVERT, 7T—FTI9FrOLEI—&, EF2UT
1A F—ALlE, FTIT5—232 XYRNI—=0 NSTAVINFVWDBIEITENTUY D
AR —ZFY NZBBTERBRVRSICTRDRCLEZERFTELE, EF2 VT«
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F—ALlF, 1 X—FXYNT—KDIA4, NAT

TF—hIOIA, BLCEIERT KNI I A OERZFRIZLHIC, 2E0EBO IAM
I SCPZITICEEL TVWET,

ChoOEHZER/ETLEDIC, FTV5r—>3>
F—ARFREDHAEDBOFIEEETITIHLENHYEITH? (3 DBIRLTLSEETL, )
AT77)5—23a>OVPCICHTBIINTIOEAR) S —%%D S3
IVRARAMNZERLET,
B.SANTYRDSIT7IVEARANEERLET, XY NT—0 FUD % VPC
ICHRTHIRI—ZEHET,

C.Lambda BHZzRBLET, 7OV INT VY IOT IO EABREAMCLET,
D.S3TIVRARAVNEREETEIR—N 443 BHDOEEGIL—INZEZE >EF21 )T«
IIN—T%ERLET,

EF1VF4 TIN—TZEC2A VAR AICEERITET,

E.AR—MN443 BHDEBIL—INESITIVEARANDOEELEZFE > EF21 VT4
IN—=T%ERLET, X1 VT1 JI—TREC2AVARAICEERTET,
F. VPC T Lambda ¥z 2B L £,

Answer: A,D,F

QUESTION NO: 8

EtFX1VFA IO T . %N Amazon S3

NTY NIRETBT—RIIK L T, Write-Once-Read-Many (WORM)
ETFINEZRETRIHEN HYVET, AttlE. INXTOSINTY NI SIEEARNL—D
VDZAEFERALTVWET, EFa1UFT1 T ZT7IE. AWS 7HD 2 MO root
1—H¥—%2ECERI—HY—E£EATPI VRN ZEEELEVEIRLEY TERVWZ L £HER
TRIMRENHYET,

ChSDBEH#ZF LTV 1—232R@ENTITA?

AT SATAE—RTSIATDIONOYIEZEBRICLTHLLV S3

NTY NEERLET, AT O ESINTY NCERBLET,

B. S3 Glacier Vault Lock Z#EAL T, $L VW S3 /X7 ¥ M IC Vault Lock

RV —BTEYFLET, VautOY Y JOEANRTTTBET 24

BEE5ET, 7721098 ESSNTY NCBELE T,
CHNFVAE—RTSIATZDIONOAYIZEBMCLTHLL S3
NTYREERLET, AT IT IO ESSNTY NCBRELET,

D. iNF VAR E—RTSIA/IoMNOYIEAERCLTHLL S3

NTY NEERLET, SSNT Y NMIEWNAR—IIREZEBMLULET, A7 UM% S3
NTY MCBRELET,

Answer: A

QUESTION NO: 9

»HBH¥lE. AWS Organizations HDEEE A (I AWS

THOURZEFE>TVET, COER, HEBROITXTOT AT MOTNTO Amazon
EC2AVARVAILBEYTIRNIIT NV T—SBAVARN=ILTIRBENHYET,
RRTHAIRNE, EC2A VARV AOERAMI 2RHLET, AHLTE. V717
AR N)ENY FERREIC AWS Systems Manager Z2 AL TVET,
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EFXI1VTA4 I ZTR, BEBZYTNIITHAZARN=ILENTVELW EC2
AVARVAZKRETRDY ) 1—2 3V 2RETILBENHYVET, &, YVIRNDIITH
BELBVWEERE. VU123V & 2>TY I RNIVITHFEBNICAARN—ILEND 4%
ENHYERT,

CNSOEH#Z®/EZTY)1I—23 2 ENRTLE&DIN?
A.REBYTIRNIITHFERICA AN =ILEhEHLL AMI ZREHELET, AMI
CHREBEBYTRNIVITHI®HDEZ2RTRIT & AMI

CEBRALET. I VARVALETRHHFENE AMIFHBEEICOHFHL L EC2

ARV AZRETEDELDIZSCP 2B LET, BIFEOITNTO EC2
AVABVALLRTEHTET,

B. Systems Manager Patch Manager THAX AL /NY F

R=AZAVEBRELET, BEBYTRNIVITONY T—DB2ERBERNY T—2
DANCEMUET, FILWNYF R—AZA42Z2ITNTO EC2
AVAZVACBHERTET, YVIRNIIT FTAAMXNOXTFURA

DAV RIERELET .

C. AWS Config Z—TTHICEMICLET, IXTOTHIV MIFL T ec2-
managedinstance-applications-required AWS Config L—IL ZE&EL £ 9., AWS Config
AR NIRRT % Amazon EventBridge JL—J)LZ#ER L £9, Systems Manager Run
Command ZFERAL THXERZRY TNV ITZA42AN—)LF% AWS Lambda
BEHEFOHT KSIC EventBridge L—ILZEREL £,

D. RERZYV T NIV ITRHADHFHL L Systems Manager Distributor

NYT—2%ERLET, FVVO—REMEEELET. EXDZTHIVNAOTXNTO
EC2 1 VAR AZERL E T, Systems Manager Run Command
EEALTYINDITZAVAN—ILET,

Answer: C

Explanation:

Utilizing AWS Config with a custom AWS Config rule (ec2-managedinstance-applications-
required) enables detection of EC2 instances lacking the required software across all
accounts in an organization. By creating an Amazon EventBridge rule that triggers on AWS
Config events, and configuring it to invoke an AWS Lambda function, automated actions can
be taken to ensure compliance. The Lambda function can leverage AWS Systems Manager
Run Command to install the necessary software on non-compliant instances. This approach
ensures continuous compliance and automated remediation, aligning with best practices for
cloud security and management.

QUESTION NO: 10
HEILENRBRETIITI—23 0 ZKRKANTDAWSTHI U R ZRBELTVET, Am
azon GuardDuty " 7 177> ~ Tlmpact
IAMUser/AnomalousBehaviorO#BHZBRAIL & WS X —)LBHAZZ TR FL 1, %2
DFATIODZTR, COEFIVFTAAIFUNIBIZIRESL AT Y IERTL,
77— 13 Dtb%gégﬁﬁift:’fﬁiﬁ*é”X%' PTMIBDHBENFHVET,
CchSsOEBEHZHRERREICHLEITY)1—2320@FENTLESHN?
A

FAEY) ERARIEHRZEFEAL TAWSTAHI > MIOJ A LET, GuardDutyDikiHiER
T, FHATAEIAMBIEIBHROFMZREIELET, 1AMV —IILZFEAL T, 1AMZ U
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> NNLIZDenyAllZRU > —ZEBIMLET,

B. ihHVWERAOFRIAERZFEALTAWS PAHO NMZIOJA2LET, GuardDuty
@*ﬁﬂj%‘*%iﬁﬁ LT, EOAPIHUVH UM REBERZRBL A ZHITLET, Amazon
Detective ZFEAL TAVTHFANAD API FOH L ZHBLET,

C.

EEZEORMBEHREZFEAL TAWSTAHI > MO A2 LET, GuardDutyD &R EERT,
FRENEIAMORIIEROFMEZHEELET, 1AM YV —IILZEAL T, DenyAll/RD
>—%

FRMEFOREK.

D. 5iAE VW ERAOFIERZEALTAWS 7HVU > MNMIOTJ A4 LET, GuardDuty
@*ﬁﬂj%‘*%’éﬁﬁ LT, EDQAPIFUOHUL M REERZFEBLEL ZHMLET, AWS
CloudTrail Insights & AWS CloudTrail Lake ZAL T, I FTFANAD AP
HOHLZ#ELET,

Answer: B

QUESTION NO: 11

TETE, EABAIER (PLL) Z20B3237 7V 5—>a 2 ERALTVWET, <0
T 7 r—<, 3%, Application Load Balancer ( ALB ) & # (- & % Amazon
EC2A VARV ALTHEBALTVWET, EOEFI1UT 1R —Tlk, PLLAEX TR
HBIBUEMZRBTE O, BEPOTF—RGEICESLTD NN RBELFTFShTULE

9,

tFIUTA

IO T, CheN0EXZEBLEITLEHICENDY )1 -3 ZFATERTN? (2
DIER)

A.

BEODALBEDIZSAT > RASDOSSLZKRTULET, ALBNSEC2M 2V AR AND S
ICIEHTTPSZFERALF T,

B.EIFDABZRXRY ND—YV O—R NZ2H— (NLB) ICEZEH#ZET, NLB

T, VAT NEHRZZETHEHD SSL IV AF—& TCP

INAAN—ZBELET, EC2AVARXRALDNLB A5 D HTTPS
RST74v0ZKTLET,

C.

BEFEODALBZXY NDO—O0O—R/NZ2H— (NLB) ICEZEHAET, NLBT, 9514 TF >
NERZEZEIDLODTCPNAAN—ZRELET., EC24 AR ADNLBA 5 DSSL
EHRTULETD,

D. VATV NERZZETILEHICTCP NAARAIL—ZfEA XY NDO—2 O—R
NZH— (NLB) ZER L ET. BEFDALB TSSLZHKTLET,
EEOTAT7NERZZEITHEDHIC, TLSUAFT—ZFEALTERY AD—2 O—R
NZ2H— (NLB) ZBHLET, NNBAEC2ZA VARV AILEETEDLSIC, BBFED
ALB TTCP NRARIL—ZBHRLET, EC2AVARALD ALB 5 M SSL
ZHRTULETD,

Answer: A,B

QUESTION NO: 12
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& B 1%E. Amazon Elastic Kubernetes Service (Amazon EKS)
DSAZ—ANOFAENTVWEVT IV EAZRETIHLEN HVET, BEFD EKS
F7OA4AX MNCEMOREZMBELZVWY VI3 FRETT,
REAPBVERAFATCASOERZFE LTV 1I—23 2 FENTLLSA?

A EFIVFTARIA—0O AmazonEKS P RA&ZA 2 ARN=ILET,

B. AWS Security Hub ZB%1IC L £ 9, Kubernetes DRHEHERZERL T,

C. Amazon EKS ® Amazon CloudWatch Container Insights X NV A ZER UL E T,
D. Amazon GuardDuty ZBMIZLE T, EKSEEOAJE_RV I ZFEALET,
Answer: D

QUESTION NO: 13

&%, Amazon EC2
AVARVATHRET—2ORBZRBLEVEEZTVWET, Etld Amazon
CloudWatch Logs Z#AL T, EC2A AR AN S50OOT

774N ZER. R, TOEATRDFETT.

EHOBEAREFNZ T IS 1—F 14> FIC CloudWatch Logs

EEALTVET, E¥a1UT 4

TITOOZTR. BRENMNMET—RZHRETELAVRSICTRIVY I3 VERRETEIL
ENFHYET. COVV1I—>3aYi, SETHVVNIEREAZFHLWOY
TJIL—7CEBNICERE D BENHYET,

CNSOEH#ZF/LZITY)I—23 2 ENRTLE&DIN?

A. CloudWatch Logs

THOUR2EOTF—2RERV—ZERLET, RUD—(CEBYBETF—XEBRFEEE
LET, FARAEIC logs:Unmask 1AM #ERA B W L 2R L E T,

B. CloudWatch Logs —2 % Amazon S3 /N Y MICTOVAR—KNLET, SSNNTY KT
Amazon Macie ZEA L TEHBREZRELET. BETF—RXONAZA
T—2EBFEERL ET, BHFHED CloudWatch Logs

ANDTIEAZHKRLET., FAXREIC Amazon S3 ICT IV AR—KhEni-OY
T—RERRTDERENELET,

C. CloudWatch Logs *—&%& Amazon S3 /N7 Y MIZTVAR—KMLET, ST Y KT
Amazon Macie

ZEALTEBREZRELET. BYUBERTF— XA FEEELET. AREOD
CloudWatch Logs NDT7 VA ZHIBRL £ T, BAHEIC. Amazon S3
ICIVAR—RNENEOTTF— 2 ERTITIHERZFELET,

D. #0477 )L—7IZx L T CloudWatch Logs

F—RRERVS—ZERLET, RU—ICHEHYBEF—XBFEEELE T, BAREIC
logsiUnmask 1AM #ERA B W & ZBRELE T,

Answer: A

Explanation:

Create an Account-Wide Data Protection Policy:

Use AWS CloudWatch Logs account-level data protection policies to prevent sensitive data
exposure.

Define the policy with appropriate AWS managed data identifiers or custom identifiers
specific to the company's sensitive data.
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Apply the policy across all log groups in the account, ensuring coverage for both existing and
future log groups.

Restrict Developer Access to Unmasked Data:

Explicitly deny thelogs:UnmasklAM permission to developers. This prevents developers from
accessing unmasked sensitive data in log entries.

Automatic Policy Application:

Account-wide data protection policies automatically apply to new log groups created in the
future, ensuring scalability and compliance without manual intervention.

Testing and Verification:

Test the policy with sample log entries containing sensitive data to ensure proper masking.
Verify that developers can troubleshoot logs without exposing sensitive information.

AWS CloudWatch Logs Data Protection Documentation

AWS lIdentity and Access Management Permissions for CloudWatch Logs

QUESTION NO: 14

EFHRFCERTE-HIC, TOG F—2X

T—hA7 28 FERETIHVENFHVET, TOG

T—RREATAEBE<BYELEY, REITDILENfBVET. ChSsOERERLEITRS
ZE2TIARBROFVWY ) 1—-2323ATIHL?

A. F—2Z%Amazon S3ICT7—HA4 7 L., HIRNT Y KR > —%EA L Ts3 DeleteOotect
APIZHEEBLXT,

B. 7*— & % Amazon S3 GlacierlC 77— 4 7 L. VaultLockiRU> —ZHEA T3

C. ¥—2&% Amazon S3 IC7—HA47 L. 2EBBDIAM U—23> D 2

EZHONTY NCERLET, SSEE-KEET7 VA (S3EE-1A

) ANL—20ZAZERL, HIRSENTY MRS —%ZEAL T s3 DeleteObject API
ZEEBELET,

D. 07 F7—2%Z % 16 T8 Amazon Elastic Block Store (Amazon EBS)

RI—ALICBITL, EBSRUI—LDODAFTY T3y NE2ERLET,

Answer: B

Explanation:

To securely and cost-effectively retain log data archives for several years, the company
should do the following:

Archive the data to Amazon S3 Glacier and apply a Vault Lock policy. This allows the
company to use a low-cost storage class that is designed for long-term archival of data that is
rarely accessed. It also allows the company to enforce compliance controls on their S3
Glacier vault by locking a vault access policy that cannot be changed.

QUESTION NO: 15

»H BN, us-east-1 1) —0 3> T Amazon Elastic Block Store (Amazon EBS)

R 1—LAL%$FD Amazon EC2

AVARVAZRBBLELLL, RUI1I—LALR. 28OEFI1 VT 1 F—LAERL - AWS
Key Management Service (AWS KMS)

DABZN—BBF—THES{EIATVET, EF¥1UT 1 F—AlF 1AM
F—R)—ZERL, TORI—ZF—(CEVVETELE, £, EF21VF14F—A
& 1AM
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AVARVAZ7OA7 74N ZERL. TOTOT77ANEA VAR AICEI) HETELE,
EC2

AVAZVAREBET, REREHL S vy RAVRE, BRTREANEBBLET.,
FAVTAIVDZTR, COBBORNS I 21—FT14 200 %2{T5EHIC, ENRKED
BEOFIEZRTIIHENBYVERITH? (2 2BIRL TS EEY)

A. KMS F¥—7R1)>—T, aws SourcelP
FHEF—ZFEALTF—ANOT IV ERAZELEITREBTAT MM EEEhTVA L
ZHFELET, HHEIC, EBSRUI—-LALCEHERTSATWVWREC2A ARV AD IP

T RLAFEENTVWBR L ZHALET,

B.

EBSHRU 1 —AICEENITSNTVRIKMSF—HFRHBF—RATICREETNATVWDI L &M
BLET,

C.EBSARUI—AICEHENR TSN TWVWAKMSEF—ANBEMRETHDEZBAELET,

D.

AVARVAZTOA7 7AIIICEENS TSN TVWAHEC2AO—)LIC, EBSR 1 —A%ZFHFDEC2
AVABZVAZRBTDEHDDELWMAMAS VAR AR —HFHBD 2B LET,
E.
EBSARU I —AICHEENR TSN EF—OEMWHRIMINTHES T, O—FT—>32FTIHE
FHBDEZBRLET,

Answer: C,D

Explanation:

To troubleshoot the issue of an EC2 instance failing to start and transitioning to a terminated
state when it has an EBS volume encrypted with an AWS KMS customer managed key, a
security engineer should take the following steps:

C . Verify that the KMS key that is associated with the EBS volume is in the Enabled state. If
the key is not enabled, it will not function properly and could cause the EC2 instance to fail.
D . Verify that the EC2 role that is associated with the instance profile has the correct |IAM
instance policy to launch an EC2 instance with the EBS volume. If the instance does not
have the necessary permissions, it may not be able to mount the volume and could cause the
instance to fail.

Therefore, options C and D are the correct answers.

Reference:

[1] "Amazon EBS encryption uses AWS KMS keys when creating encrypted volumes ...".

QUESTION NO: 16

& B2 Tk, AWS Key Management Service (AWS KMS)

ZFEALTVET, BES{LE /- Amazon Elastic Block Store (Amazon EBS) R1J 1 — A%
Amazon EC2

AVAZVAICERLRSELELLEN, BRICAKBLULEL L, 2. F—0F—< TV
TIUNBEIBRENLZLZOHIC, BEEEXF—HAFEATELELLBZ>TVR L ZRALELE, &
#HICIK, EBSARYI—AILHDT—RHNVETT,

X174 IOOZFE, EBSR) I —LOBESLEhLZTF—X

F—ZESHTRIV 123 2HBIBIMEN HVERT, £, YJI1—2320TRER
)1—LAZEC2AVARVAILTRYFIBREN HYVET,
CNSOEHfZE®/ETY)1I—23FENRTLE&DIN?
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AFLWE—ITUTILEF—ICAVR—BNLET, EBSRUI—LZEHRLET,
B.¥—XTUTIINZHIRTDEICHERENIZAFY T3y NA S EBS
R)1I—-—LZEBERLET,
CHF—ICHBINCAVAR—BRENEEDODERAUF—XTUTINEZBAR—MNLET, EBS
RI1I-—LZTEYFLET,

D.HLLVWF—ZERLET, HILLWF—XFTUTINEASKR—KNLET, EBS
R)I1I—LZEHLET,

Answer: B

Explanation:

Understanding the Key Material Deletion:

Once the key material for a customer managed KMS key is deleted, the key becomes
permanently unusable.

Restoring from a Snapshot (Option B):

If the EBS volume was previously backed up with a snapshot, you can create a new volume
from the snapshot.

This new volume will use a different key for encryption, enabling access to the data.

Other Options Are Invalid:

Reimporting key material (Option C) or importing new key material (Options A and D) does
not restore the ability to decrypt data encrypted with the original key material.

Best Practices:

Always ensure snapshots are taken and stored securely to protect against key loss.
Restoring EBS Volumes from Snapshots

KMS Key Management Best Practices

QUESTION NO: 17

HB3ERF, AWSTHIRADIY —RAZERT S 7= (C AWS CloudTrail £ Amazon
CloudWatch ZEAL TVWE T,

EHORARERFBEINAB, 7HIONTIAMO—-I)ILZFERALTEEL I,
X1VF4 IDZTRE., O—ILICARFEhEEEEED 1AM

RVD—ZRELT, O—IHFRIPBEROERT7 IV EAZRETEILSICTEIHENHYVET

REDPBVHENTCOEHZFLEIVI)I—232@FENRTLESH?

A. O—J)LIZ AWS 1AM Access Analyzer RIS —4EREEREL X T,

B. O—JLIZ AWS 1AM Access Analyzer RS —RIIZERELE T,

C. CloudWatch

AJZz%EALT, O—IAFBOELET V>3 Z2BEL, ERZFMLUET,
D. AWS Trusted Advisor ZERA L T, O—JLICEIWH TSRS —% AWS
DRARNT ST A AEHBLET,

Answer: A

QUESTION NO: 18

H3LEICE, IAMBBRIC2 DO IAMTAHI BV EST, THT M1

Tk, Y—EARICV>V&ch/-O0—J)LZFEHL T Amazon EC2 Auto Scaling
FEBENEST, 7HDU M2 Tk, Amazon EBS 7R 1 — AN IAM KMS
F—THRESLEIATVET, EFI1VFA IO T, Y —ERICUOchizO-)LH
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CNSOBESILENLERY I-—LZFEALTA VAR AZBETED L ZRATIHLE
AHYVET, EF1VTAIODZTE, MEDTHI R TEDEAEDEDOFIEZET
FRIRENFHYVETH? (2 2BIRLTLKEZL, )

A F—RUS—ZFEALT, THIN1HFTHIK 20O KMS
F—IZTOEATEDLSICLET,

B. Account-1 O —ERICU > V&EnizO—)LIC, CreateGrant 7 V>3 &FFA 3% IAM
RVS—"TEYFLET,

DescnbeKey. Encrypt, GenerateDataKey, Decrypt, & & U ReEncrypt

C. CreateGrant, DescnbeKey Encrypt, GenerateDataKey Decrypt. & & U ReEncrypt
To>aveEEALT, ¥—EALVZVEnO0-)IL0O KMS N EZEKLET.

D.KMS 7023 aEALTEC2A VAR VAILTRY FEnizO—)LIC IAM
RUD—=2T2YFL, KMS £—7R1Z—T Account-1 ZFFAILE T,
EEEC2AVARVAZREBLTVWARI1I—HY—IZIAMAKRD>—2T7RYFL, 1—H—5
Account-2 ® KMS ¥ —RU>—ICTF IV EATESDELSICLET,

Answer: C,D

Explanation:

because these are the steps that can ensure that the service-linked role can launch instances
with encrypted volumes. A service-linked role is a type of IAM role that is linked to an AWS
service and allows the service to perform actions on your behalf. A KMS grant is a
mechanism that allows you to delegate permissions to use a customer master key (CMK) to
a principal such as a service-linked role.A KMS grant specifies the actions that the principal
can perform, such as encrypting and decrypting data. By creating a KMS grant for the
service-linked role with the specified actions, you can allow the service-linked role to use the
CMK in Account-2 to launch instances with encrypted volumes. By attaching an IAM policy to
the role attached to the EC2 instances with KMS actions and then allowing Account-1 in the
KMS key policy, you can also enable cross-account access to the CMK and allow the EC2
instances to use the encrypted volumes. The other options are either incorrect or
unnecessary for meeting the requirement.

QUESTION NO: 19

HILETRRAEFIVT1EEZREL. EEANfNrBROBENLBEREHELELL
o CNSDEENBERIE, DNSTIEAODE—D, EEBA VARV A

NZT74v 0, BEBIRYND—DAVR—TIAARNZT14Yv D, E&E’ Amazon S3
API

HOHULABEDFERANZ—OELESIERCIIEMEN B ET, BRFESEETERY —
ADSHETHUEEN HY), WVOTERETDITUREMN B ET, XK, SATLZH
FHICERL, ChsIXTOBATRBRZEEVTILEZALTHEETDY)1—3>
EREITDIVENHYET,

chsOEBE#HZFLEIVYI1I—2a B@FENTIHN?

A. AWS CloudTrail @4, VPC 7A— AY, $KXT'DNS OV ZFICLE T, Amazon
CloudWatch Logs 2L T, chsOOJ 2 —TWBETHI MDY SEEBLET,

B. AWS CloudTrail O%', VPC 70— 0O%, KX DNS AT ZEBEMIZLE T, Amazon
Macie ZFRAL T, —mlbkEhET7HO U RMASChsOOJZERLET,
C.—mibtEeni=7HD> MH S Amazon GuardDuty ZEIZ L £ T, GuardDuty

AL T, AWS CloudTrail %/, VPC 7O— O, DNSOJ%Z2EEBL £ 9,
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D. —wibkE =T HD> hH S Amazon Inspector ZE%ZIZ L E 9, Amazon Inspector
ZERAL T, AWS CloudTrail @7, VPC 70— 0O7,. DNS OV ZEEL £ Y,

Answer: C

Explanation:

Q: Which data sources does GuardDuty analyze? GuardDuty analyzes CloudTrail
management event logs, CloudTrail S3 data event logs, VPC Flow Logs, DNS query logs,
and Amazon EKS audit logs. GuardDuty can also scan EBS volume data for possible
malware when GuardDuty Malware Protection is enabled and identifies suspicious behavior
indicative of malicious software in EC2 instance or container workloads. The service is
optimized to consume large data volumes for near real-time processing of security
detections. GuardDuty gives you access to built-in detection techniques developed and
optimized for the cloud, which are maintained and continuously improved upon by GuardDuty
engineering.

QUESTION NO: 20

H B, BB OAmazon

EC2A VARV ATRANENS, FEICEERIOGVWT7UITr—>3a 2 ZBRLTVET
o P7VIr—23ariE, EHOFV 11— —7—X%ZAmazon
ROST—7LICRELET, 77V T—23 2@
*T7VT—23OKEERFEICHD IAM =23 A0OBITEEHET,
*EESLF—BEEANRNOREEREEMNZRMTS
CEHOBEBREOAN T —ZEETEDLRSICLET,

*T7VTr—23avERSeERAL TRET—2Z2RE

X154

IOZTF7HFBESF—BEBOAT7TI2HMELTVET, COLKSBRRT, ¥V
T4 IV ZTHBELF—BEIC IAMKMS TlEk7% < IAM CloudHSM
ZERIXNEBORAEETLLES D,

A. CloudHSM ICk 2 TERE B F—EEAAR N OJ . IAM KMS
KNERBZAICLEBEICOIZYET,

B. CloudHSM Tl&, @ DOHYR—KRAZY TOANBESKF—2EETEETH. IAM
KMS Tk IAM AR Y 7+ —ZEBETEET,

C. CloudHSM [C& > TERE NS XIE. IAM KMS

LK P TERENEESXRYE, TI—KNT7+—ABSHHBEICRL TR BOBREE
RHELET,

D. CloudHSMiEF—%ZBIN ) —2 a2 I ICOE—F 5 et ZRZH L £TH. IAMKMSE
Answer: B

Explanation:

CloudHSM allows full control of your keys such including Symmetric (AES), Asymmetric
(RSA), Sha-256, SHA 512, Hash Based, Digital Signatures (RSA). On the other hand, AWS
Key Management Service is a multi-tenant key storage that is owned and managed byAWS1.
References: 1: What are the differences between AWS Cloud HSM and KMS?

QUESTION NO: 21
SATLAIVZZTWR, T7UT5—=>3>F—4LN QA
D=0 70— Z2BUTRBALEVK OPDAARAEL RAX=DA SV TF 27704
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LELLE. DATALAIVSZTRE, 3—4%YRNTZY NTA—LEL T Fargate
HE XA 7 ZIEL &= Amazon Elastic Container Service (Amazon ECS)
EEALELL, YATLAIVZZTRE. IXTOOAY T+ H SEEFED Amazon
CloudWatch

OJI0N—7ICO72RETRIRBENHYNET, EOVILI—23VHFOE#ZERELE
IhH?

A. LogConfiguration 7°'00/\5 1 T awslogs-group & awslogs-region
DNTA—ZEZIEEL T, awslogs OF RSAN—%AIZLET,

B. 1T FA VARV AICCloudWatchT—2 I h&RZA D O—RUTERET S
C. Fluent Bit & FluentO %Z DaemonSet & U TE&E L. Amazon CloudWatch Logs
ICAOJZEEFELET,

D. togs

CreateLogGroup7 7> 3> Z8C1AMAR U —Z2BR L., AT FAV AR ALK S
—Z&)ETEY,

Answer: A

Explanation:

The AWS documentation states that you can use the awslogs log driver to send log
information to CloudWatch Logs. To use this method, you specify the parameters for
awslogs-group and awslogs-region in the LogConfiguration property of the container
definition. This method is the easiest way to send logs to CloudWatch Logs.
References: : Amazon Elastic Container Service Developer Guide

QUESTION NO: 22

HH3LETR, Ao ID 7ONAMA—%ZFERAL T, EEETFEX IAM
TFHIRADOT7IFL—23a2028FILTVET, @t0tEFa1UT71 T ZT I, 1
BREEICAZFRED AmazonEC2 1 VAR AR TLET7IFL—>3 >

11— -2 EITIHENHYNET,

X1V T4 IVSZTFHFI7IFL—23>) I —%28BBT2FEEVEEREATTH?
A. Amazon S3 /N7 Y NA® IAM CloudTrail

ARV NEREOY Z#F2 L. Terminatelnstances

AIRVRNZHELT, O-)ltyv2arvErs71FL—>3a>1—F—Z&BLET,

B. Terminatelnstances 4 X2/ b @ IAM CloudTrail

ARNBEREZT74)LR)TL, BIEZFEIAMO—I)ILEZSELET, CloudTrail ®
AssumeRoleWithSAML /X2 N H U Z#REL T, MR 921—F—FBZ2HELET,
C. IAM CloudTrail d% T Terminatelnstances

ARRNEBRREL, IRVNOBEEXELET, IXTO7IFL—2a3a>O-ILo
IAMT7 Ot12A 7 RINAH—

RTEERBLET, BRTIVEAEBR., 1 VAZVANMRTUEBBE—BITILEND
WET,

D. Amazon Athena ZfEH L T, Amazon S3 /N7 ¥ MNCREE N TL S IAM CloudTrail
OJICxLTSQL 2T #3247 L., Terminatelnstances
ARYNTT7ANEIVTLET, ¥oddO0-ILE2HBRL, BlovITVZEERITLT, 1—
' —=& M AssumeRoleWithWebldentity 1 X &7 1)L R J T LET,

Answer: B
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Explanation:

The fastest way to identify the federated user who terminated a production Amazon EC2
instance is to filter the IAM CloudTrail event history for the Terminatelnstances event and
identify the assumed IAM role. Then, review the AssumeRoleWithSAML event call in
CloudTrail to identify the corresponding username. This method does not require any
additional tools or queries, and it directly links the IAM role with the federated user.

Option A is incorrect because the role session name may not be the same as the federated
user name, and it may not be unique or descriptive enough to identify the user.

Option C is incorrect because the IAM Access Advisor tab only shows when a role was last
accessed, not by whom or for what purpose. It also does not show the specific time of
access, only the date.

Option D is incorrect because using Amazon Athena to run SQL queries on the IAM
CloudTrail logs is not the fastest way to identify the federated user, as it requires creating a
table schema and running multiple queries. It also assumes that the federation is done using
web identity providers, not SAML providers, as indicated by the AssumeRoleWithWebldentity
event. References:

AWS ldentity and Access Management

Logging AWS STS API Calls with AWS CloudTrail

[Using Amazon Athena to Query S3 Data for CloudTrail Analysis]

QUESTION NO: 23

HBDERF., AmazonEC2 1 VARV ATRA Web 4 RNZEKRAKMLTWVWET, HTTPS
RZ714Y 0 Web A NZTIVEATEDHLENHYET, EttlE Web
H—N—OEREICSSH ZFEALTLVET,

Web 4 RNEHTEY N 10.01.024 EICHY) ET, EEF TR Y ME 192.168.100.0/24
T9, EF21VTA IO TR, EC2AVAZRAOEFI T4
IIN—TZERTBDRBENFHYET,

BREREBFETCNASOEfZB/LTLHIC, EF21UT 4
IOPZTFREDFIEDHEAED B EZRITIDXENHYETHA? 2OBIRL T LEE L, )
A.YV—2R0.0000H5DKR—Kk22ZHFTLET,

B.Y—A0.0000H»5DR—h 443 ZFFAILE T,

C.192.168.100.0/24 S DR—K 22 ZFFHL £ T,

D. 10.0.1.024 5 MDR—K 22 ZFHAL £ T,

E. 10.0.1.0/24 A 5 DR—h 443 ZFHFALE T,

Answer: B,C

Explanation:

The correct answer is B and C.

B . Allow port 443 from source 0.0.0.0/0.

This is correct because port 443 is used for HTTPS traffic, which must be able to access the
website from any source IP address.

C . Allow port 22 from 192.168.100.0/24.

This is correct because port 22 is used for SSH, which is the management protocol for the
web server. The management subnet is 192.168.100.0/24, so only this subnet should be
allowed to access port 22.

A . Allow port 22 from source 0.0.0.0/0.
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This is incorrect because it would allow anyone to access port 22, which is a security risk.
SSH should be restricted to the management subnet only.

D . Allow port 22 from 10.0.1.0/24.

This is incorrect because it would allow the website subnet to access port 22, which is
unnecessary and a security risk. SSH should be restricted to the management subnet only.
E . Allow port 443 from 10.0.1.0/24.

This is incorrect because it would limit the HTTPS traffic to the website subnet only, which
defeats the purpose of having a public website.

QUESTION NO: 24

HBI3XHMOTIZTIUT F—LAR, 1—H—IZx L T AWS Key Management Service
(AWS KMS)

DAY —EBF—FEZERLTEIHLVWTTUT—23 2 2RBELTVET., F50ER
#I<IC, I—F—RF KMS F—ZFEAL T 512
NARDODRAO—RZESILTEDBENHYVET, AFTANP, I—F—FRADICF—
EFEALTHES{LELDS ETDE, AccessDeniedException T —AEEEERHELEXT,
5 M AccessDeniedException

IZ—Z2HRT21HIC. @EOEFIVTAEMRFEOVII—23 2V EHRBINET
L&SH?

A. BFENSKBITAHET?2
DCECBRTANZALZRETRLSICI—H—ICETRLET,

B.I>ZF7U>T

F—ALIZ, A—F—PSTURALBHFAN—OZBWBL, TOFATN—IZREICEL
T CreateGrant

BEZHVEITELSICERLET, 1—H—ICk, BSILOFVPEHLTEOFTIRN—U %
FRTADELSICERLET,

C. CreateGrant BEZFUTHIT EEICL, T2 ZTFUY
F—AILHFTOT A LBBNEERTEIELDOICERLET, TOREEZEILI—Y—IZRL,
BESILOFOCHLU THAIRN =TI ELTEORAZRMHIDZDELSICETRTLET,

D. CreateGrant BB TCRENLEFHFAN—V 21— —ICEITKSICIOOZTFIT
F—AIZERLET, 1—H¥—ICR&, BSILOETEHLTEOHFATIN—VZFEATEILS
ICERLET,

Answer: D

Explanation:

Understand the Issue:

KMS grants are created using theCreateGrantoperation.

The grant might not propagate immediately for use, leading toAccessDeniedExceptionerrors.
Use Grant Tokens for Immediate Access:

When a grant is created, AWS KMS provides a grant token in the response.

This grant token can be used immediately, even before the grant is fully propagated.
Implement Solution:

Pass the grant token returned byCreateGrantto the users.

Ensure users include the grant token in their requests to encrypt data.

AWS KMS Grant Tokens Documentation

Troubleshooting KMS AccessDenied Errors
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QUESTION NO: 25

AWS Organizations Z A I 5% (F. AWS 1AM Identity Center (AWS Single Sign-On)
ZEALTAWS

TFHIVRMANOT O AZEBLTVET, EFXF1UFT1 I ZTI., 1AM Identity
Center

THARLEREY NZERLTVET, £¥Q. EREY N2BBOT AT MNTEAL
F£9, #ERtEY MMZEE, AWS

EER)—ECBEEEERIV—HFREEhTVET, EFIVTA IO ZTRREELE
BiERZzES5, BEBTHVMNTRELTVET,

tF21VT4 IODZTHN, BEROTHO NMIT U E2ATES 1AM Identity Center
I—H—ICHEREY NZBIVHTLSETDE, EIVHETREABRLET,
COREEBRIBDEDICEFIVTA IV ZTRAZINETLLESH?

A.

REY RFEIVETShTVBRIXRTOTHI U NIBERERBRS —ZERLET, &
THOVRNTEREERIVY—ICAUBRMERUEREZNELET,

B. #RtY kA5 AWS

BERV—FLEHAARI—BEBRI—OVThH ZHIBRLE T,

HIBRE NIZRD > —Z2ET 2

HEBOERtEY MEERLET, EREY M EZI1—Y—ICEBICERALET,

C. AWS

BER—EHAZN—BBARI)—0OD Yy V&RFMLES, F7O0481IC, FOER
FatEY NAORVS —OBREZHERLET,

D.

A—H—ICHLWEREY hZEBMLEVTSEEZY, KbYIZ, I—F—0BFE0#ERE
Y NEREL T, AWSEEBRII—ENAZN—EBEBRI—EEHET,

Answer: A

Explanation:

https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocmp.htmi

"Before you assign your permission set with IAM policies, you must prepare your member
account. The name of an IAM policy in your member account must be a case-sensitive match
to name of the policy in your management account. IAM Identity Center fails to assign the
permission set if the policy doesn't exist in your member account."

QUESTION NO: 26

AHILER e, HHILEEOARBFREAWSTHO RO EFIVT A EEZERT
BPRENHYNET, BRODAHILEZ T HIONCT OREARATRIMEN HYVET, 1
DHILEY NEHEBRICMBOAWST AU RN ERBLTVET,

Bttlk. ABRET7HVMOIXRTOTIVRAICZSERRI (MFA) Z2FEF T TVE
T, T, REBAMERIEROFERAEEZELELTVET,
CchSsOEHZ/EITIOLARAZIAHILEZ MBICRMITZ VI 1—23 2 FENRTT
h?

A.

FEMBEITIN—T7%2ERKLET, DY N EICFIMEBEI—Y—%2ERLET, &1
—H—2JI)—TICEMLET, AHILEZ NI EICMFAZBIICLET,
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B. &t DABFBIIRIE T HU > M T Amazon Cognito Z5REL . I HILEZ NE&HED ID
7’0NN X — (IdP) ICX U TRREEL £ 9, Cognito 1—H—7"—)LIC MFA Z &ML £3,
C.
OHILEY RE&ODAWST AT MIIAMO—=I)LZER L £9. MFAZEXR T 3E55ER
) —ZE&LET,

FEHERIS—T, 2HOEXRBRETHIRNETIVOINILELTEELEYT, EERVY
—ZO0—-)ILICTFTRYFLET,

D. 2 DABRETHIMIIAMO—IILZHERL T, MFA
ZERIBDEHERIS—ZERLET. EEARVI—TRE., TR &0 AWS
THORZETIVIONILELTEELET, GRS —2Z2O-)LICTEYFLET,
Answer: D

QUESTION NO: 27

HBIELENATZRL—>32F7VTr—>32z2FHALTVET, X2 VFAIDZTF
(&, us-west-21)—=0 3 2 MAWS Security

HubASTF77)Tr—>3 >V ICEBT 27— RN ERETIXENHBVET, X1 UT1IOD
Z T &, Security

HubA"# L WHRHEBREZEIB LTI, F7UT—232AOFYIRILTTZ—h2ZE
LEVWEERXATVWET,

EFIVFATIODSZTR, XvtEe—2%27 70 5—23a 2 ICHAEBRERICERT SHAWS
LambdaB8 B ZER L £T. < DLambdaBi#ild. XV E—2&2TF7UT—2 32 OAPIZIE
BFLET, X1 UT ATV 2Tk, LambdaBifiz Z2—4"'Yy N& L THEET S Amazon
EventBridge)l— )L ZFXEL £ T,

EventBridge L—ILA"REE hd &, F ¥ XJLIE Security Hub

NOMBENICTZ— R ZEZEITBLSCBNEXRT,

77— b 0O %< [FAmazon

Inspector® 72— K THV) ., NISRBEHV)EEA. EF1UT 4TI ZTIFAmazon
Inspector® 7 S — R ZELELEZVWEEATVET,
REDBVEARAFHITCOEKZREIVII—230FENTL &S H?
A.T77)5—23a Il Xy =2 %%EE T 5 28 DAmazon Simple Notification Service
(Amazon

SNS)REY VZERLET, NEYIHT ROV T3 T4 EZ—RID—%REL
 BRBEECAYE—DRIEARALED,

laws/inspector X Z 5,

B. Lambda B8 — KRZE# L T. Amazon Inspector
DEDARYNONE—2—H2Z2zRO0. REBEREZHFLET,

C. Amazon Inspector ZBR< X TOH—E AN S DR HBFER%Z EventBridge 1 R ~
NAIZBBHIZEE T2 Security Hub h AR A U2 a2 EERLET,

D. EventBridge L—IL DA X2~ )NZ—2 A D ProductArn B D {E%& "anything- but":
["arn:aws:securityhub:us-west-2::product/aws/inspector"] ICZEL £ T,

Answer: D

Comprehensive and Detailed Explanation From Exact Extract:

The most operationally efficient solution is to modify the EventBridge rule's event pattern
using the anything-but operator on the ProductArn attribute. This effectively filters out all
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findings generated by Amazon Inspector, allowing all other findings to trigger alerts as
intended-without modifying Lambda code or managing additional services like SNS.
This technique aligns with Logging and Monitoring best practices to reduce noise from
security alerts and improve response efficiency by filtering at the event rule level.

QUESTION NO: 28

%, AWS CloudFormation

TOTL—=RDSDY—REF7O/C4TDICE, EFIUTAORARNT ST 1 AILHES
RBENHV)ET, CloudFormation

TUTL—hKNE, BEHEOBVTFT—EXR—ARIEREBRATEILEN BV ET,
El#tlE 9 TIZ AWS Key Management Service (AWS KMS) & AWS Secrets Manager
ZEALTVET,

EQVI1I—=23 N ERER/ETITLEOIN?

A. CloudFormation 7> 7L — M OBKNSRBZEMA L T, Secrets Manager

NDT— g’\ qu\nﬁfziﬁ*é/,“bi?o

B. CloudFormation
TOo7L—RONTX—2ZFERALTTF—EIR—ARIAEHRZSRBLET. AWSKMS
ZER L T CloudFormation 7> 7L — N ZBES{LLE T,

C. CloudFormation > 7°L— N @ SecureString /NZ X—X—%Z#EH L T, Secrets
Manager O 7F— XX —ARIEHRESBLET,

D. CloudFormation 7> 7L — ~ ® SecureString /A5 X—X %R L T, AWS KMS
NESILENI-EZSRLET,

Answer: A

Explanation:

Option A: This option meets the requirements of following security best practices and
configuring sensitive database credentials in the CloudFormation template. A dynamic
reference is a way to specify external values that are stored and managed in other
services,such as Secrets Manager, in the stack templates1. When using a dynamic
reference, CloudFormation retrieves the value of the specified reference when necessary
during stack and change set operations1. Dynamic references can be used for certain
resources that support them, such as AWS::RDS::DBInstance1. By using a dynamic
reference to reference the database credentials in Secrets Manager, the company can
leverage the existing integration between these services and avoid hardcoding the secret
information in the template. Secrets Manager is a service that helps you protect secrets
needed to access your applications, services, and IT resources2. Secrets Manager enables
you to rotate, manage,and retrieve database credentials, API keys, and other secrets
throughout theirlifecycle2.

QUESTION NO: 29
EXIVFAIODZTR, NTVY OB T XY NEDO Amazon EC2

AVARVAY, BHNDEEOHDKRY NTHIHEEDIP 7P RLAN SO SFTP
TIN—RN7#—AKREBZZFTVREVWSTS—NE2ZTRYELE, EF2VFAIOD
—T7k EE0HBDARAYRMNETOVITRHLEDHICAZITNETLLESIH?

A.

N7y ovVPCtEFa1VF4TIN—T7ICERIL-ILZzEMLT, EEOHIPE7OY VL
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7,

B.EENOHBIPEZIAMWAFNY O RLAICEMT S

C. Linux

iptablesE 7z EWindows 7 7 A 7V #—)LZZEL T, EEOHBIPASORST 71V I %
ZOvILET,

D. Amazon Route

53DKRARNV—2EZEL, EEOHBIPODNSS > VKR—I)ILEERLET,

Answer: D

Explanation:

what the Security Engineer should do to block the malicious bot. SFTP is a protocol that
allows secure file transfer over SSH. EC2 is a service that provides virtual servers in the
cloud. A public subnet is a subnet that has a route to an internet gateway, which allows it to
communicate with the internet. A brute force attack is a type of attack that tries to guess
passwords or keys by trying many possible combinations. A malicious bot is a software
program that performs automated tasks for malicious purposes. Route 53 is a service that
provides DNS resolution and domain name registration. A DNS sinkhole is a technique that
redirects malicious or unwanted traffic to a different destination, such as a black hole server
or a honeypot. By modifying the hosted zone in Route 53 and creating a DNS sinkhole for the
malicious IP, the Security Engineer can block the malicious bot from reaching the EC2
instance on the public subnet. The other options are either ineffective or inappropriate for
blocking the malicious bot.

QUESTION NO: 30

tFXF1VFAIODZT, VPC7O—OJ LBEETBIAMO—I)LZEREL, TNTOVPC
NZ 7 4 ¥ 2 % Amazon CloudWatch

Logs@OJ JIN—TICR|EIBEISICLELE, 109F>2TE, Q7L —7ICcOJR@%
TENFEATLE, EF1VFTAIDOZTR, NZ74 Y OFVPCIZEFENATVSC
tzBFELEL I,

EBMOFNY T&T>21%, E¥F21UT1 IV TkREZ VPC 70—
OJICBEERITshTVWAO-IICIY 2 FET,

A4 A" CloudWatch Logs ICRRENBZVWEREFATL & 5H?

A. O—JLIC logs:GetLogEvents #RA T 5T TVELE A,

B.E¥1V74 I2ZFICE. O— I Z5EZ2T2ERIHVIEEA,

C. 771 > < )N )L vpe-flow-logs.amazonaws.com

ICk, A= Z5|EZT2HERIHYELEA,

D. O—JLIZE. CloudWatch Logs AN U—AICR T2 T2ERNFHIEEA,

Answer: C

QUESTION NO: 31
HBILERFEFIVFAEFHEZFTMLTVET, AHRFBEIC, BEODKRAMERARN
ANYA—DEZEDET, BHOESXAILEEEZSZX2BEEERLTVEL L, B
L CNSOEEEBERIZEOOREINDATY 77EL T, AWSWAF U7 ACL
ZRELEL

tEG BEOHZITITAETAZERTZIEHIC, AWSWAF I 7 ACL
OO7oMY) 11— B ERTIHLENHYET, Brtik. 3XTH AWS WAF
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AOJZHRROBFATRELEVEZEZTVET, DERF, FEOKRKANIETVWTUIIA
RE71ANLRIVTTRHEZBATVILENHYET,

tF21VFT4 IO ZTE, AWSWAFJIJACLOT V1A
AJOBEMLZRBLET.

CNSDEXZRAROERMRTHLEILEHIC, EF1UF4
TIO2ZTRREMEFTXNETLLDIN?

A. 7Ot AO0Y OREFLE L TAmazon RedshiftZ#E L £ 9. Amazon Athena Redshift
%0277 704LFT, Athena Z#EH L T Amazon Redshift

AeF—RZVITVIL, RANZEKCATZT71ILRIITILET,

B. 77t AOY OR%ESL E L T Amazon CloudWatch Z3#E L £9 . Amazon CloudWatch
Logs Insights ZEAL T, RARNZEICOTZT7AIINRIVTTD 0T ) EREFFLET,

C. 7U+AOY O &RES%L E L T Amazon CloudWatch Z38E L £ 9, CloudWatch O %
Amazon S3 /N7 Y MICIT OV AR—K UL ET, Amazon Athena

ZEALTOJZOIVUL, RARNZEKCATZ71ILRI T LET,

D. 77t AOY MRS & L T Amazon CloudWatch Z38E L £9, Amazon Redshift
Spectrum ZFEALTOJZOITUL, RARNZEICOTZT7ANEZVITLET,
Answer: C

Explanation:

The correct answer is C. Specify Amazon CloudWatch as the destination for the access logs.
Export the CloudWatch logs to an Amazon S3 bucket. Use Amazon Athena to query the logs
and to filter the logs by host.

According to the AWS documentation1, AWS WAF offers logging for the traffic that your web
ACLs analyze. The logs include information such as the time that AWS WAF received the
request from your protected AWS resource, detailed information about the request, and the
action setting for the rule that the request matched. You can send yourlogs to an Amazon
CloudWatch Logs log group, an Amazon Simple Storage Service (Amazon S3) bucket, or an
Amazon Kinesis Data Firehose.

To create a log analysis solution for the AWS WAF web ACLs, you can use Amazon Athena,
which is an interactive query service that makes it easy to analyze data in Amazon S3 using
standard SQL2. You can use Athena to query and filter the AWS WAF logs by host or any
other criteria. Athena is serverless, so there is no infrastructure to manage, and you pay only
for the queries that you run.

To use Athena with AWS WAF logs, you need to export the CloudWatch logs to an S3
bucket.You can do this by creating a subscription filter that sends your log events to a Kinesis
Data Firehose delivery stream, which then delivers the data to an S3 bucket3.Alternatively,
you can use AWS DMS to migrate your CloudWatch logs to S34.

After you have exported your CloudWatch logs to S3, you can create a table in Athena that
points to your S3 bucket and use the AWS service log format that matches your log
schemab. For example, if you are using format for your AWS WAF logs, you can use the
AWSSerDe serde. Then you can run SQL queries on your Athena table and filter the results
by host or any other field in your log data.

Therefore, this solution meets the requirements of creating a log analysis solution for the
AWS WAF web ACLs with the most operational efficiency. This solution does not require
setting up any additional infrastructure or services, and it leverages the existing capabilities of
CloudWatch, S3, and Athena.
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The other options are incorrect because:

A . Specifying Amazon Redshift as the destination for the access logs is not possible,
because AWS WAF does not support sending logs directly to Redshift. You would need to
use an intermediate service such as Kinesis Data Firehose or AWS DMS to load the data
from CloudWatch or S3 to Redshift.Deploying the Amazon Athena Redshift connector is not
necessary, because you can query Redshift data directly from Athena without using a
connector6. This solution would also incur additional costs and operational overhead of
managing a Redshift cluster.

B . Specifying Amazon CloudWatch as the destination for the access logs is possible, but
using Amazon CloudWatch Logs Insights to design a query to filter the logs by host is not
efficient or scalable.CloudWatch Logs Insights is a feature that enables you to interactively
search and analyze your log data in CloudWatch Logs7.However, CloudWatch Logs Insights
has somelimitations, such as a maximum query duration of 20 minutes, a maximum of 20 log
groups per query, and a maximum retention period of 24 months8. These limitations may
affect your ability to perform complex and long-running analysis on your AWS WAF logs.

D . Specifying Amazon CloudWatch as the destination for the access logs is possible, but
using Amazon Redshift Spectrum to query the logs and filter them by host is not efficient or
cost-effective.Redshift Spectrum is a feature of Amazon Redshift that enables you to run
queries against exabytes of data in S3 without loading or transforming any data9. However,
Redshift Spectrum requires a Redshift cluster to process the queries, which adds additional
costs and operational overhead.Redshift Spectrum also charges you based on the number
ofbytes scanned by each query, which can be expensive if you have large volumes of log
data10.

References:

1:Logging AWS WAF web ACL traffic - AmazonWeb Services2:What Is Amazon Athena?

- Amazon Athena3:Streaming CloudWatch Logs Data to Amazon S3 - Amazon CloudWatc
h Logs4:Migrate data from CloudWatch Logs using AWS Database Migration Service - AWS
Database Migration Service5:Querying AWS service logs - Amazon Athena6:Querying data
from Amazon Redshift - Amazon Athena7:Analyzing log data with CloudWatch LogslInsights
- Amazon CloudWatch Logs8:CloudWatch Logs Insights quotas - Amazo

n CloudWatch9:Querying external data using Amazon Redshift Spectrum - Amazon
Redshift10:Amazon Redshift Spectrum pricing - Amazon Redshift

QUESTION NO: 32

HBTLEICEK, IAMTRARENRTVWED—EDEC2A VARV AN HYET, EC2
AVAZVAILR, BEERRHRERTFEITZLHICFEAE NS EBS
R)I—-LHFHYET, EBS

RVI-—LANDSTAMZRRIZDLEHIC. ESXABMEEN ROSNTVET, £5ThE
ChZaRXRBETEDTLELSD,

A.EBSARY I—LDTZAT7HA VIR —%2FERTS

B.EBSAF Y723y hafFHTS
C.EBSRUI—ALLZ7UT—>3a> %z ERATS

D.EBSAR 1—ABES{tEFERATS

Answer: B

Explanation:
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Data stored in Amazon EBS volumes is redundantly stored in multiple physical locations as
part of normal operation of those services and at no additional charge. However, Amazon
EBS replication is stored within the same availability zone, not across multiple zones;
therefore, it is highly recommended that you conduct regular snapshots to Amazon S3 for
long-term data durability Option A is invalid because there is no lifecycle policy for EBS
volumes Option C is invalid because there is no EBS volume replication Option D is invalid
because EBS volume encryption will not ensure business continuity For information on
security for Compute Resources, please visit the below
URL:https://d1.awsstatic.com/whitepapers/Security/Security_Compute_Services_Whitepaper.
pdf

QUESTION NO: 33

HB3HICEPFEENFHY ., BEOEIREDAF ¥ > IE—% Amazon S3
ICREFETRDVYII—232EEALTVET, 774)LEF PDF XX T 100 KB ~ 5 MB
ICBYWET, MEEZEICBEORS{LF— b‘%g‘t?o FAT7SIORNZEICEAENDF—T
BEILTRIHENHYET, ChSsDERZFB LTV I3 FENTLLSD,

A. Z/NFEIEE A O AWS Key Management Service (AWS KMS)
NARY—BEBF—ZERLET, SSPUt ARL—2aVEFERALTATOIVNE
Amazon S3 IC7 Y 7A—RLE T, AWS KMS F— (SSE-KMS)
ZEALES—N—AESE, EHEOF—OF—ID ZEELET,

B. B/NEIEC & ICEBHFHL L AWS Key Management Service (AWS KMS)

DAY —EBF—ZERLET, KMS

BE{tBREEFEAL AT IOMNERSLLET, RIC, 72T U N% Amazon S3
7Yy 7A—RKRLET,

C. H/FEIEICK L THEH AWS Key Management Service (AWS KMS) GenerateDataKey
ARL—2322ETL, F—EF—E0FA4T MIOBSLEERALTATOIONE
BEILLET. RIC, 7P ITIRE Amazon S3 ICF7Y 7O—RLULET,

D. AWS Key Management Service (AWS KMS) ImportKeyMaterial
ARL—=23arvzEFERALT, PEIEZEICBEAFHLVF—IFTUTI)LZ AWS KMS
ICA2R—MLET, BEEEF— & KMS Encrypt

ARL—23&2FERALTATS IO NERSIKL, #7219 ~% Amazon S3

7y 7O—RLET,

Answer: A

Explanation:

To meet the requirements of storing scanned copies of customer receipts on Amazon S3,
where files will be between 100 KB and 5 MB in PDF format, each retail store must have a
unique encryption key, and each object must be encrypted with a unique key, the most
appropriate solution would be to create a dedicated AWS Key Management Service (AWS
KMS) customer managed key for each retail store. Then, use the S3 Put operation to upload
the objects to Amazon S3, specifying server-side encryption with AWS KMS keys (SSE-
KMS) and the key ID of the store's key.

References: : Amazon S3 - Amazon Web Services : AWS Key Management Service - Amazo
n Web Services : Amazon S3 - Amazon Web Services : AWS Key Management Service

- Amazon Web Services
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QUESTION NO: 34

& % 2Tk, Amazon Elastic Kubernetes Service (Amazon EKS)

DT AZ—%ERAL T, Kubernetes

R=ADFTTVT5—23 RTLTVET, COLETIEE. Amazon GuardDuty
ZEERALTT7UT—23 0 FRZEBLTVET, GuardDuty Tlk EKS
REFBMZBE>TVET, L, MT S GuardDuty #aElk, Kubernetes
R=ADT7Vr—2a>zERLTVWEEA,

A.EKS V5 AZ—%ZKRARNTSDVPCOHOVPC 7O0—0O7Z2BMCLET,

B. CloudWatchEventsFullAccess AWS BRI —Z EKS VT AX—IZEIN EHTET,
C. AmazonGuardDutyFullAccess AWS B R 1) > —A" GuardDuty
H—EAO—NLICTRYFENTVWBR L ZHRLET,

D. Amazon EKS T hA—-L7L—>O7Z8BMZLET, AT A Amazon CloudWatch
ICEVWIAEND L ZHERLET,

Answer: D

Explanation:

Comprehensive Detailed Explanation with all AWS References

To enable GuardDuty to monitor Kubernetes-based applications:

Enable Control Plane Logs:

GuardDuty uses control plane logs to detect malicious or unauthorized activity in Amazon
EKS.

Enable EKS control plane logs (API, audit, authenticator) and ingest them into CloudWatch.
Reference:

Incorrect Options:

A:VPC flow logs are used for network traffic analysis, not specific to EKS protection.
B:CloudWatchEventsFullAccess is unrelated to EKS or GuardDuty functionality.

C:The GuardDuty service role already has required permissions when EKS Protection is
enabled.

QUESTION NO: 35

HEIUNHLVWTIVT—232 ARV VZBFTLTVET, EREFICE. Amazon EC2
A2ARVATHRAMNEND Web H—N—ENY O TR

H—N—HFEENTVET, £k, RFTICIE Amazon Aurora MySQL DB
DIZAEZ—EEENTVET,

EC2AVARV AR, BE8T7L—~EFEHATS Auto Scaling 7 IL—7"TF, Web
LAY—ENY DIV RLAY—DOEC2 42ARX Ak, Amazon Elastic Block Store
(Amazon EBS)

RII—LERITHR—REIATVET., REFICESLENDZLAT—RBHYELA,
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CEEIEODBUVZAZ—DAFTY 7T av rhhs., L AWS Key Management Service
(AWS KMS) 51t DB V T AR —ZEK L T,

D. BEF® DB U 2 A X —IZ AWS Key Management Service (AWS KMS)
BS{teEBALET,

E. BEZ® DB 75 A& —IZ AWS Certificate Manager (ACM) BES{t ZBAL £ 9,
Answer: A,C

Explanation:
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Overview.Encryption.ht
ml

https://aws.amazon.com/premiumsupport/knowledge-center/ebs-automatic-encryption/ To
implement encryption at rest for both the EC2 instances and the Aurora DB cluster, the
following steps are required:

For the EC2 instances, modify the EBS default encryption settings in the target AWS Region
to enable encryption. This will ensure that any new EBS volumes created in that Region are
encrypted by default using an AWS managed key. Alternatively, you can specify a customer
managed key when creating new EBS volumes.For more information, see Amazon EBS
encryption.

Use an Auto Scaling group instance refresh to replace the existing EC2 instances with new
ones that have encrypted EBS volumes attached. An instance refresh is a feature that helps
you update all instances in an Auto Scaling group in a rolling fashion without the need to
manage the instance replacement process manually. For more information, see Replacing
Auto Scaling instances based on an instance refresh.

For the Aurora DB cluster, create a new AWS Key Management Service (AWS KMS)
encrypted DB cluster from a snapshot of the existing DB cluster. You can use either an AWS
managed key or a customer managed key to encrypt the new DB cluster. You cannot enable
or disable encryption for an existing DB cluster, so you have to create a new one from a
snapshot.For more information, see Encrypting Amazon Aurora resources.

The other options are incorrect because they either do not enable encryption at rest for the
resources (B, D), or they use the wrong service for encryption (E).

Verified References:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/asg-instance-refresh.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Overview.Encryption.ht
mi
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